 NORTH AMERICA:  
800 707 4492
 UK & EUROPE:  
+44 (0) 1292 430290
 sales@locklizard.com





	Products	DRM software	Safeguard PDF Security
	Safeguard Enterprise
	DRM Software Features	Restrict PDF use
	Watermark PDF
	Expire PDF
	Revoke PDF
	Disable Print
	Track PDF




	Secure PDF Viewers	Viewer Overview
	Viewer Demo
	Web Viewer
	USB Viewer


	Add-ons	All Add-ons
	Web Publisher
	Safeguard Portable USB
	Ecommerce API
	Command Line
	Own Branding
	Custom Email


	Purchase
	Book a Demo


	Solutions	Industry sectors	All Industries
	Auctions
	Engineering
	Government
	Healthcare
	Libraries
	Mergers & Acquisitions
	Publishing Ebooks
	Publishing Media
	Publishing Standards
	Membership Associations
	Reports & Analysis
	Tax Advisors
	Training & Education


	Vertical sectors	All Sectors
	Board Documents
	Internal Company Use
	Large Publishers
	Small Publishers


	Business processes	Processes Overview
	Secure Document Sharing
	Sell Documents Securely
	Document Retention
	Prevent Document Leakage
	Internal Document Control
	Regulatory Compliance
	Secure PDF Forms
	Secure Data Rooms
	Data Room Security
	Application Integration


	Business benefits
	Regulatory compliance	Compliance Overview
	NIST & DFAR Compliance




	Downloads	Free 15 day trial
	Viewers	Windows Viewer
	Mac Viewer
	iOS Viewer
	Android Viewer


	Writers
	Manuals


	Support	Support
	FAQs
	Guides
	Videos
	White papers


	About Us	Contact us
	Our customers	Customer Overiew
	Case Studies
	Testimonials


	Our technology	What is DRM?


	Blog
	Why Locklizard?	Competitors
	PDF DRM protection
	Password protect PDF
	Product Awards




	Search
	




Menu


Menu








How to password protect a PDF & why it is not secure
in Blog, Document Security, DRM, PDF Security

Why PDF password protection is useless. How to add, bypass and remove PDF passwords.
Using passwords to protect revenue generating or confidential and sensitive business documents is a bad idea since they can be given away.




Some might argue that password protecting PDF files has its uses, but protecting confidential and sensitive business information is not one of them.  Below we cover how to password protect PDF files, and the ways that users can easily remove that protection.		How to password protect a PDF
	How to password protect a PDF online
	How to open a password protected PDF
	How to remove PDF password protection
	The problems with PDF passwords
	How to protect PDF files without passwords



  



  Introduction to PDF password protection






When PDFs were developed in the 1990s, the priority wasn’t security – it was on making the document format as shareable as possible.  As such, on its release in 1993, the Adobe PDF format didn’t ship with any form of PDF protection.  It wasn’t until 1996 that Adobe released a version that included passwords, and a few years later digital signatures and RC4 encryption.
The password and encryption combination became immediately popular, and understandably so; it was all businesses had at the time.  Just four years later however it was cracked by a Russian security engineer working for Elcomsoft.  For better or for worse, the security mechanism has persisted since.  Though Adobe has updated its encryption algorithms and key lengths  several times, fundamental flaws exist in its password-based implementation.  This security weakness is taken advantage of by Elcomsoft’s PDF password removal software among others.
Today we’ll be demonstrating these security flaws by showing how to create and open a password-protected PDF, as well as how to print it.  We’ll then propose an alternate stronger solution to passwords that will better protect your PDF documents.
  



  How to password protect a PDF with Adobe Acrobat
There are dozens of freely available tools available to password protect a PDF, but the most commonly used is Adobe Acrobat.  Though all work on more or less the same principles, Adobe Acrobat’s prevalence in the enterprise has made it the tool of choice for many.
As we mentioned earlier and will soon demonstrate, the security provided by Acrobat and other PDF Editors is greatly flawed and can be trivially removed.  If you insist on using it, though, here’s how:
	Open your PDF in Acrobat and press the “Protect” button in the sidebar.






	Click “Protect Using Password” in the top bar.






	Select “Viewing” or “Editing” and enter a secure password.





Protecting a PDF with a password using Adobe Acrobat


To avoid brute force attacks, you should use a strong password to protect PDF files – your password should be long, contain numbers and symbols and avoid words, phrases, names, and dates.  As we’ll soon demonstrate, this won’t stop it from being removed, but it will eliminate one avenue of attack.
Once you’re happy with your password, click “Apply”.
  



   How to password protect a PDF online






To password protect a PDF online, follow these steps:
	Choose an online tool that provides PDF encryption services.  There are several options available, such as PDF2Go, iLovePDF and SmallPDF, which is a paid tool but allows you to password protect two PDFs per day without needing an account.
	Navigate to the website of the selected tool.  E.g. if you choose SmallPDF, go to their PDF protection page.
	Locate the option to upload your PDF file.  This is usually done by clicking a button that says “Upload” or “Choose File.”  Once clicked, a file explorer window will pop up, allowing you to select the PDF you want to password protect.
	After you have selected the PDF, you will need to enter a password.  Choose a strong and unique password that will be difficult for others to guess.  It is recommended to use a combination of upper and lowercase letters, numbers, and special characters.  You may be required to enter the password twice to confirm it.
	Once you have entered the password, click the button that says “Encrypt PDF” or a similar option to start the encryption process.  Your PDF file will then be encrypted with the password you provided.
	Once the encryption process is complete, you will be provided with a download link or button to retrieve your password-protected PDF file.  Click on the link or button, and the file will be downloaded to your device.

By following these steps, you will be able to password protect a PDF online using a free user-friendly online tool.  If you are willing to pay for online PDF protection then you will get access to more functionality.  Remember to keep your password safe and secure, as it is required to access the protected PDF file in the future.
  



   How to open a password-protected PDF
Let’s start by showing how you can open a password-protected PDF that has a viewing password applied.  The easiest way, naturally, is to enter the password, provided you know it.







If you don’t, however, it’s still possible to open the PDF.  With a PDF viewer or “open” password, you’ll have to perform a more complex brute force, key search, or dictionary attack on the password.  For this, you can use one of the many free applications, or a more advanced application like Elcomsoft.  We’ll be using the free trial of Elcomsoft for this demonstration:
	Open your PDF file with Elcomsoft by pressing the “Open” button.






	Enter your password or press “Start recovery”.






	Wait for Elcomsoft to recover your password.





The method Elcomsoft uses will depend on the version of your PDF and the strength of its encryption.  If it’s a strongly encrypted document, it will probably use a brute force attack, which might take a while to complete if the password is strong.  Older PDFs should only take a few seconds due to their vulnerabilities.  You can select the the options you want to apply.

	Save your password from the “Password successfully recovered!” dialog or decrypt the file.





If Elcomsoft did not successfully find the document’s password, it’s probably a bit more complex. You should adjust parameters in the main window until you get the desired result, changing the minimum and maximum password length, trying dictionary attacks, and more.


  



   How to remove password protection from a PDF
If you already know the open password or your PDF is using only a “permissions” or “owner” password to prevent editing and printing, it’s very easy to strip the document of any protection.  There are many freely available online PDF password removal tools available that do this for you – just Google ‘PDF Password Remover’.   All you have to do is upload your protected PDF and press a button to unlock the PDF and remove the permissions.







Here are some other easy ways to remove protection from a PDF or unlock a password protected PDF file.
  



  Removing password protection from a PDF using a Google account
Using this method enables you to convert a protected PDF to Word and then optionally back to an uprotected PDF.
	Open your Google Drive settings and check the box “Convert uploaded files to Google Docs editor format”.Access the settings menu via the cog in the top-right corner.






	Select “New > File upload” and upload your PDF to Google Drive.






	Right-click the file and select “Open with > Google Docs”.






	Select “File > Download > Microsoft Word”.






	Edit in Microsoft Word and print the contents to a PDF (if desired).







This is just one of the many methods you can use to unlock a password-protected PDF for editing.  Below, for example, we’ll show you an extremely easy way to print a password-protected PDF.
  



   How to print a password protected PDF
If your PDF does not allow you to print because it’s password protected with an “editing” or “owner” password, you can easily circumvent this by simply opening it in Chrome and printing it to a new PDF.
	Right-click your PDF and select “Open with > Google Chrome”.






	Press the print icon and select “Microsoft Print to PDF” or “Save as PDF” from the list.






	Press “Print” and save your unprotected PDF.






	Open and print your PDF as many times as you like.You can now print as many paper or digital copies from this unprotected version, editing it or making other changes if you wish.


  



   The problems with password protecting a PDF






We’ve focused a lot on Adobe Acrobat today, but the truth is that these security flaws exist in all PDF password-based encryption tools.  The fact of the matter is that as long as there’s an open password, it can be brute-forced, or if known, shared or removed.  The “Editing” or “Permissions” passwords can be removed even easier – making preventing printing or editing via this method basically impossible.  Further, passwords quickly become cumbersome at scale, requiring significant effort to remember or maintain across hundreds of documents – and that’s assuming you have a method of distributing them securely.
Fundamentally however, even if it was not possible to remove the open password, then once a single user has been given the password they can share it with as many other users as they wish – or just remove it since they now have full control over the document.
Additionally, relying on passwords for PDF security could open users to other avenues of attack.  A recent report revealed that hackers are using password-protected PDFs to bypass email filters, uploading them to a cloud service and delivering them as a link.  Though the PDFs look innocuous to the email program, they typically exploit vulnerabilities in Adobe Reader to download malware to exfiltrate sensitive and confidential data.
The better choice, then, is not to move to another password-based tool to protect PDF documents, but to look to more secure solutions that forgo them entirely.
  



   How to protect a PDF without passwords using Locklizard






Locklizard enables you to protect PDF files without passwords by combining 256-bit AES encryption, a secure viewer application, and a licensing system with transparent and secure key management.  Here’s how it works:
	You encrypt a PDF on your local PC and add any DRM controls you want to enforce.
	Protected PDF documents are saved to your disk and a document record is created on the Admin System.
	You create a user account for each user you want to view protected PDF files.
	An email is automatically sent to the user with a link to the Viewer and their license file.
	Once the Viewer is installed and the license file activated (clicked-on) it is registered to that device and cannot be registered elsewhere (unless otherwise specified).
	You control from the Admin System which protected PDF files each user can access.
	You distribute your protected PDFs just like any other file (email, web site etc.).
	Protected PDF files can only be opened by someone who has been authorized for that document.  Depending on your DRM controls, they also cannot be printed, edited, copied, screen grabbed, or shared.  You can also automatically expire documents based on their age, number of opens or prints, and instantly revoke access.

Despite these features, it’s no harder to protect documents with Locklizard than any other PDF security application.  In fact, due to the lack of cumbersome passwords, it’s even easier.
Here’s how to protect a PDF document without passwords
	With the Writer app installed, right-click on a PDF on your computer and select ‘Make Secure PDF’.





Creating a protected PDF file

	Select the copy protection controls you want to apply.  By default, editing, copying, and printing are disabled.





Encrypting a PDF without passwords or certificates using Locklizard Safeguard PDF DRM

	Press the Publish button to protect the PDF.
	Select the users you want to give access to your protected PDF files using the cloud-based Admin System:





Safeguard Admin System

	Distribute your protected PDF documents just like any other file.

  



  Locklizard PDF DRM software: protect PDF files without passwords






Locklizard enables you to protect PDF documents from being copied, altered, stolen or compromised by using encryption and DRM controls to prevent unauthorized access and control how documents can be used.  Locklizard PDF DRM protects PDF files without passwords and enables you to sell and share documents securely without fear of them being accessed by unauthorized users or misused by authorized ones.
	Restrict PDF editing
	Stop copying and disable copy/paste
	Disable PDF printing or limit prints
	Prevent screenshots by blocking screen grabbing software
	Expire PDF files on a set date or after a number of days, opens or prints
	Lock PDF files to devices and locations
	Prevent saving to unprotected formats
	Add dynamic watermarks that identify users and are permanent
	Track PDF opens and prints
	Revoke access instantly

With no password to brute force and no route to bypass the protection of the secure viewer application (third-party plugins are not allowed), security is maintained.  But as well as protecting your document initially, Locklizard ensures you have the tools to react to future issues.  What if an employee loses a laptop with their protected documents on it, or a particular outside shareholder has a genuine reason for printing a locked document?  If you applied password protection, it’s out of your hands.  Once the document is out there, there’s no making changes to its protection.
With Locklizard, you can make changes to your document’s protection at any point through the Safeguard Administration system.  You can suspend access to a PDF, restrict access to certain IP addresses or countries, change the number of views and prints allowed for specific users, and adjust document expiry dates.  This flexibility ensures that even if somehow the worst were to happen, you still have the ability to limit damage.
How does Locklizard differ from PDF password protection?






Locklizard works by combining a passwordless, transparent key-based authentication system with a secure viewer application that is installed on the recipient’s PC or mobile device.  There are no complex systems or policies to setup and manage.  When a user is created in the Admin System they are sent an email which contains a license link.  Clicking on that link will activate their license and lock it to their machine.  The same license is unable to be registered elsewhere (unless you specifically allow this), ensuring only authorized machines will ever have access.  If a protected PDF is forwarded to an unauthorized person then they will not be able to open it.
Unlike solutions like Adobe Acrobat, the controls enforced by a strong DRM solution aren’t easily bypassed.  Your PDF files are encrypted, and are only ever decrypted in memory once they reach the user.  Further, because no passwords are used and the secure viewer application does not allow plugins or any other modifications, there’s no way to bypass the controls.
  



  The bottom line – PDF password protection is not secure






It’s really quite simple – password protecting a PDF provides very little protection.  As well as the problems with brute-forcing and permissions removal mentioned above, passwords can be easily shared with outside parties without your knowledge.  Once one user has the password the security is gone.
At the end of the day, there’s a reason that companies like Microsoft are trying to move away from passwords entirely: they’re insecure and outdated.  They might slow an attacker down, but they’re unlikely to stop them entirely.
Whether you choose to utilise a PDF DRM solution like Locklizard or secure your documents some other way, you’ll be best served moving away from a password-based model.
If you want to protect PDF files without passwords then take a free 15 day trial of our PDF DRM software.
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“Fantastic product… outstanding support.”







“We would recommend Locklizard to others”







“The clear leader for PDF DRM protection”







“Our ebook sales have gone through the roof”







“Simple & secure – protects IPR from theft”
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