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How to insert a PDF into a Google Doc that is protected
in Blog, Document Security, DRM, PDF Security

How to add or import a PDF into Google Docs & protect it
Here’s how to easily add, import, or insert PDF documents into Google Docs and protect them from unauthorized sharing, copying, editing and printing.


Though the simple act of sending somebody a Google Drive folder or zip file works, it’s hardly streamlined.  When you have several documents that are relevant to one another, readers waste a lot of time trying to find the document you’re referencing and hopping between browser tabs.  For this reason, being able to directly add or insert a PDF into a Google Doc is very useful.  But can you even achieve this in Google’s software?  And, more importantly, is it secure if you can?  These are the topics we’ll be discussing in this blog.
  



   Can you insert a PDF into a Google Doc?
Thankfully, though Google Docs is missing many features present in Microsoft Word, it does support file embeds, and that extends to PDF files.  Once you add a PDF to a Google Doc, users will see a small icon with its file name.  Hovering over the icon displays a preview of the PDF document and clicking its filename will open it in a new tab in Google Drive.







Overall, this offers quite an unobtrusive, streamlined experience. The only slight annoyance is that there’s no file upload button built into the Google Docs interface.  Instead, you’ll have to follow the process outlined below.
  



  How to insert a PDF into a Google Doc
To import or add a PDF to Google Docs, you first need to upload the file to your Google Drive.  Thankfully this process is still relatively simple to get your head around.  Here’s how to put a PDF into Google Docs, step-by-step:
	Go to drive.google.com and upload your PDF.  We assume you’re already familiar with how to do this, but if not: just drag and drop the PDF into your Drive window.






	Once the file has finished uploading, right-click it, click “Share”, and press “Copy link”.  For more information on link sharing and its security issues, see – How to share a PDF as a link.







If you are planning to share the PDF in Google Drive with other people, make sure to either add them via the “Add people and groups” search box, or change “Restricted” to “Anyone with the link”.
	Open the Google Doc you want to add the PDF to.  Paste your PDF link, then press Tab on your keyboard to turn the share link into an icon.






	That’s it.  Readers can now click on the icon to view the PDF document.







  



   Inserting a PDF into a Google Doc: Is it secure?






The main problem with adding PDFs to Google Docs is that regardless of the permissions you share the original document or PDF with (Viewer, Editor, etc.), the PDF can still be downloaded and printed.  Once downloaded, the PDF is completely unprotected and can be shared, edited, and redistributed without your knowledge.  We cover this extensively in our blogs on How secure are Google Docs? and How to lock a Google Doc.
The only real way to combat this issue is to protect your PDF with a third-party tool before you upload it to Google Drive.  While users will still be able to download the file itself, the right solution will ensure that only authorized users can open, edit, and print it and that nobody can share it.  You might be wondering if Google Drive is secure enough for sharing files but that has the same issues as Google Docs – see How secure is Google Drive? for more info.
  



   How to add a PDF to a Google Doc that is protected
Locklizard Safeguard enables you to add PDF files to Google Docs that are protected.  It uses a combination of encryption, transparent key transfer, and a secure viewer application to ensure that PDFs embedded in Google Docs are protected against unauthorized opening, editing, copying, printing, screenshots, and sharing.  Adding a secure PDF to Google Docs with Locklizard is fast and intuitive:
	Right-click on the PDF and choose “Make secure PDF”.






	Select the copy protection controls you want to apply.  By default, editing, copying, and printing are disabled.






	Press the Publish button to protect the PDF.  Your protected PDF will output it as a .pdc file in the same folder as the original PDF.






	Add a user account and send them their license via the Safeguard admin portal.  See how to add a new user and grant them document access.






	Open Google Drive and upload your protected PDF by dragging and dropping it into your browser window.






	Once the file has finished uploading, right-click it, click “Share”, and press “Copy link / Get link”.







You can safely set the “General access” settings to “Anyone with the link” as only the users you have authorized in your admin panel will be able to view the PDF anyway. See how to share Google Docs for more information on sharing types.
	Open the Google Doc you want to add the protected PDF to.  Paste your PDF link, then press Enter to turn it into a clickable hyperlink.






	Click on the link and press “Replace URL with its title” for a more friendly sharing link.







To make it look even more user friendly, you can add a document emoji in front of it, highlight it with a grey background, turn the font black, and remove the underline.  You can also change the PDF name to remove the ID at the end if you wish.

Users will be able to download your embedded PDF from Google Drive, but will only be able to open it if they have a valid license file on their device and are using the Locklizard secure viewer application.
  



   Locklizard vs PDF protection alternatives





  



  What is the best way to insert or add a secure PDF into Google Docs?
You may be wondering why you can’t just use standard PGP encryption or PDF password protection to protect your PDF before you add it to a Google Doc.  The answer is that while this is possible on a technical level, it is not very feasible or secure to do so.
The problem with Adobe Acrobat password protection






We’ve covered the dangers of PDF password protection numerous times on this blog, so we won’t go into too much detail here.  The short version is that:
	Authorized users can either share PDF passwords with others to grant them access or just remove the password before sharing.
	Adobe PDF permissions (editing, printing, copying controls) can be removed in one click using a removal application or website.
	You have to find a way to securely distribute, manage, and provide support for different passwords across potentially thousands of PDF files (and provide passwords to users when they forget them).

As a result, password protecting your documents before you import a PDF to Google Docs is useless.  It does not stop sharing and it doesn’t stop editing, printing, or copying.  All it does is make things more inconvenient for your end-users and increase the load on your IT department.
The limitations of PGP encryption






File encryption such as PGP is great at protecting files when they are sitting unopened on somebody’s PC or en route to a recipient.  However, it is not designed to protect against sharing and is not a feasible way to insert PDFs into Google Docs at scale:
	You need to ask each recipient of your Google Doc for their PGP public key before you can encrypt a PDF that they can open.
	They can share the decrypted document with others.
	PGP provides no protection once a document has been decrypted, so users can copy from, edit, print, or share it at will after that point.

Overall, this just isn’t a good fit for our use case.
  



   Why choose Locklizard for your Google Doc PDFs?






As well as providing effective copying, editing, and printing protection for your Google Doc-embedded PDFs, Locklizard offers various features to improve security:
	Dynamic watermarks:  Deter users from taking a picture of their device with a smartphone or sharing printed copies (if they are allowed) by adding a watermark that the Locklizard viewer automatically inserts the user’s name and email address into.
	Expiry controls:  Set the PDF in your Google Doc to expire on a fixed certain date, days from the first open, number of views, or number of prints.
	Revoke authorization:  Manually revoke specific users’ access or revoke an entire document manually at any point and regardless of where the document is stored.
	Lock documents to specific devices and locations (i.e. to a user’s desktop computer in the office).
	Use our API and command-line tools to automate and batch-protect PDFs and manage access.
	Track document opens and prints.

Using Locklizard in tandem with Google Docs addresses one of Docs’ main failings – an inability to stop the sharing of sensitive and confidential information.  You can insert a protected PDF into your Google Doc that contains the sensitive parts of your document while retaining Google Doc’s collaborative features for the main document body.
To improve the security of your PDFs in Google Docs and maintain control of your sensitive and confidential information, take a 15-day free trial of our PDF DRM software.
  



   FAQs





How do I insert a PDF into Google Docs without losing formatting?
Any PDF you insert into Google Docs should retain its formatting by default as PDF content does not reflow based on screen size, etc.  If you do run into formatting issues, however, make sure that you use fonts that users can render correctly on their system, or convert them to bitmap when creating the PDF, or flatten the PDF into images before upload.
Can I drag a PDF into a Google Doc to add it?
No.  Dragging a PDF into a Google Doc will return the error “Unsupported image type”.  You must upload the PDF to Google Drive and insert the link to add a PDF to your Google Doc.






Can I import a PDF into Google Docs and edit it?
Not directly.  You can technically upload a PDF to Google Drive and then open it with Google Docs – but this will convert it to the Google Docs file format.  You will have to export it again as a PDF, and formatting may be affected.
How do I insert a PDF into a Google Doc as an image?
The easiest way is to open your PDF in Acrobat and press “File > Export To > Image > JPEG”.  You can then copy and paste or drag and drop those image files into your Google Doc.  If you do not have Acrobat you can use an online converter.  However, be aware that adding your converted file to Google Docs as images will not stop people from editing it.  They can run the image through an OCR tool to turn it back into an editable document.
Can Locklizard protect a Google Doc or Word Doc file directly?
No.  Locklizard only protects files in the PDF format.  If you are looking to insert a Word document into Google docs that is protected then read our blog on How to password protect a Word document and why it does not provide much protection.
Can I insert a Word document in Google Drive?
Yes, but don’t expect to get additional protection that way.  Just like Google Docs itself, Microsoft Word protection is ineffective and Azure Information Protection also has multiple failings.  The best DRM solutions are available only for the PDF format.
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“We would recommend Locklizard to others”







“The clear leader for PDF DRM protection”







“Our ebook sales have gone through the roof”







“Simple & secure – protects IPR from theft”
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