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PDF Document Tracking






Track PDF documents & files: track PDF opens or views & prints


How to track a PDF file using Safeguard Enterprise PDF Security
Track PDF opens (views) and prints and see how your PDF documents are being used.
Securely track PDF files – stop document tracking from being removed and know with certainty who is viewing them.




  Free 15 Day Trial
Securely & Digitally Track PDF Files
	Track PDF opens (views) and prints
	Stop unauthorized access and sharing
	Control use – stop copying, editing, printing, etc.
	Lock PDFs to devices, countries, locations




Notice: JavaScript is required for this content.


   








Track PDF opens & prints with Safeguard Enterprise PDF security software




How to track PDF opening & printing
Right-click on your PDFs in Windows File Explorer and select the menu option ‘Make Secure PDF‘ to invoke Safeguard Secure PDF Writer.
In Safeguard Enterprise Secure PDF Writer, go to the Printing & Viewing tab:
	To track PDF opens, check the box ‘log document views’
	To track PDF prints (printing must be allowed), check the box ‘log print requests’

PDF Tracker Software
Using Enterprise PDF DRM Security software, you can track PDF documents to see who has opened (viewed) and printed them.
	See which users are opening your documents
	See where they are being used and how often they are being viewed
	See when documents are being opened
	Track print use – see how often PDFs are printed, when and where
	Track PDF files regardless of where they are stored or who they are sent to
	Prevent users from removing document tracking controls
	Instantly revoke documents if you think they are being misused

Tracking PDF files & logging document use has never been easier.














Videos: Tracking PDF opens and prints
How to digitally track PDF opening and printing with Safeguard Enterprise.

	




	

















  



   Tracking PDF Files: how does it work?

Tracking PDF document use always sounds like a really neat idea.  When you track a PDF it should tell you who opened or printed a document, when it was, and where they did it.  At least in theory.
Why Track PDF documents?






There are normally three reasons for wanting document tracking:
	Marketing analysis – determine which are the most popular PDF documents in terms of how often users read them rather than just numbers sold.  If you are tracking PDF opens, then you can see if a document is opened lots of times by the same person.
	Authorized use – did someone unauthorized try to open a document, or did an authorized person open it from a ‘strange’ location?  When you have a question about document distribution, you can use document tracking to see where they went.
	Compliance – management standards such as ISO9000 have a requirement that documents have not simply been produced and distributed.  Tracking PDFs helps you to demonstrate full compliance with standards and regulations.

How to implement PDF Tracking






To track PDF opens you have two choices.  You could use either a:
	page server, handing individual pages down to a client
	reporting server, which relays from the client when a user opens a document (and maybe when it closes, but most likely not).

The first thing to understand when tracking PDF documents is that you are forcing recipients to always be online.  The technology used to track PDF opens needs to ‘phone home’ to tell you what is happening.
For a business proposition this could be a disaster.  Many people need offline access to documents, but a PDF tracker cannot see that.  As a result, tracking PDF ebooks and magazines may not be such a good idea.
Tracking a PDF document and privacy issues






Privacy is becoming a bigger issue.  In many countries, you must register what it is that you intend to collect if it relates to personal information – and in the EU the opinion is that anything linking a person to an IP address is personal data.  You also have to register what you will use the data for, and ask the consumer for their informed consent to track PDF opens, views and prints.  So you may have to set up a raft of policies and procedures before you can track PDF use.
This does not apply to business users, but it may be a fine point.  Plenty of institutions, such as banks, do not, as a matter of policy, allow PDF tracking of documents used internally.  Some PDF tracker products cannot be used in those environments.
Tracking PDF documents and identifying users






Finally, when tracking a PDF file, who is the recipient?
On a home PC or a laptop, it is whoever is using it, though you don’t know who is actually sitting in front of the screen (unless proctoring software is installed, which is used to prevent cheating in online exams, tests, and courses).  For mobile devices, people are generally relaxed about letting others use them, so you may not be tracking what you think.
Secure data room systems that provide document tracking don’t really identify the user – they just identify a login.  Users can share their login details with others, so you have no idea who you are really tracking.  Some systems such as Digify or DocSend, automaticaly remove tracking if you let users download or print documents.
  



  Tracking a PDF by IP or email address
It is useful to know where the PDF document is that is being tracked – this can give you a clue if it is being shared with others.
Some theories say you can track PDF documents by IP address, but that doesn’t mean much if you’re seeing an ISP with thousands of customers.  Users also regularly change IP addresses, use a proxy to mask their real IP address, or can use a VPN to share the same IP address with others.
Similarly, PDF tracking by email address is hampered if it’s not a company email address, since many people use freemail accounts to avoid identification and can share generic email accounts with others.
  



  Tracking PDF downloads
Rather than protecting the document itself, some prefer to track PDF downloads.  There are various ways of doing this and they’re usually quite easy to integrate into a website.  You can track the IP address a user downloads from (though this can be bypassed with a VPN), or make them sign in to an account to download a PDF and log the activity with their name and email that way.
Of course, this is really just a more limited way to perform the IP or email address tracking mentioned above and has the same pitfalls.  This time, it has an even bigger flaw, though — if the document isn’t protected in some other way, the user can just share the first copy they downloaded with others, bypassing any download logging.
So, download logging is mostly useful for analytics purposes: knowing how many times users download each product for marketing or server bandwidth reasons.








	

















  



   Why Safeguard to Track Opening of PDF Files, Views & Prints?

Safeguard to track PDF files vs PDF Tracker applications, file tracking software & PDF Analytic software
Protecting and tracking PDF files with Safeguard PDF security software is secure and simple.
Tracking PDF Documents
  



    
As well as being able to track the opening of PDF files and prints and stop tracking from being removed, Safeguard Enterprise PDF Security software enables you to:
	Prevent Save and Save As to stop from users saving to other file formats
	Stops users from sharing PDFs and editing, copying and pasting content
	Stop printing or limit the number of prints
	Lock PDF files to specific devices and locations
	Make PDFs expire on a specific date, after a number of views, after a number of prints, or after a number of days from opening
	Stop screen grabbing applications and Windows print screen
	Watermark viewed and printed pages with dynamic user and system data
	Revoke PDFs at any time if you think they are being misused

Safeguard PDF security is much more than a PDF tracking solution – it enables you to distribute and/or sell PDFs securely and control their use regardless of their location.
Track PDF opens
  



          




Track PDF prints
  










  



  Best way to track views on PDF files






Most PDF tracking software or PDF analytic tracking software adds a PDF tracking pixel to the document to track whether a user has opened it.  However, if users can save the document to other file formats or print the document they can remove this.  Even if print restrictions have been applied with typical PDF editing software (to prevent printing) the print restrictions can be removed with password recovery software.  So clearly PDF tracking software that uses a tracking pixel is not a good option.
Using PDF DRM is the best way to track views on PDF files if you want to make certain that:
	tracking cannot be removed
	you are tracking the intended person and not someone else

The Safeguard Secure PDF Reader (used to open protected PDF files and track PDF views and prints) locks protected documents to authorized devices and additionally controls the locations from where they can be viewed (e.g. the office only).
By using a secure PDF Reader you can therefore limit who can potentially view your documents and provide additional certainty that you are actually tracking the person you intended.
Safeguard Secure PDF Reader checks document access rights and controls in real-time so you can instantly revoke access if you feel that your PDF files are being misused.






  



   FAQs
How to tell if a PDF has tracking?
Adobe PDF usually has a pop-up warning to tell users if they are being tracked.  Solutions that insert hidden pixels are usually invisible and difficult to detect.  Though there are some browser add-ons that reveal hidden pixels in emails, there does not appear to be a similar add-on for PDFs at the time of writing.  Hidden tracking is not always good for the document publisher, as many countries require the user to be informed of tracking.
Locklizard Safeguard leaves it up to the publisher whether they’d like to inform their users of the tracking or not.  It lets businesses add a welcome message or automatically direct users to a webpage informing them of the terms of the document.
Can a PDF owner track you?
Technically, yes, but they may be required to ask for consent depending on where you live.  If they use an ineffective solution such as Adobe Acrobat, Digify, hidden pixels, etc., you can likely also remove or bypass the tracking.
Can you track changes in a PDF?
Adobe Acrobat and other PDF editing software can provide an experience similar to Microsoft Word’s track changes.  However, allowing any editing in a document opens it to misuse, even if it is tracked.  If a user can edit, they can also copy and paste the content into another document and distribute it to anybody they want.  As a result, track changes should only be used in the creation phase, with the document protected by PDF DRM before it is distributed.  If notes are required by untrusted parties, they can utilize the Safeguard viewer to add comments and highlight text.
Can you track who opens a document?
Yes, but you need a licensing system to identify the user, and the ability to lock a PDF to a device so you have certainty of who you are tracking.  Locklizard provides both of these features and prevents users from copying and printing content so that they cannot bypass PDF tracking.
Can you track where a PDF is opened?
You can record an IP address, but this may not necessarily be the user’s actual location due to the use of a VPN or proxy.
LockLizard lets you lock PDF files to locations (e.g. a specific country or office location) so you can prevent users from opening PDFs in unauthorized locations.






  



   Download PDF tracking software





Track PDF opens or views and prints
Download PDF tracking software with DRM controls that protects PDF documents from unauthorized access and misuse and does not rely on passwords for security.
Using US Government strength encryption (AES) and digital rights management controls to protect PDF files from sharing, copying, screenshotting and printing.  Prevent users removing tracking controls and lock use to devices so you know which users you are tracking.
Track opening and printing of PDF documents and log when this occured.
See our customer testimonials or read our case studies to see why thousands of organizations use Locklizard PDF security to securely protect and track PDF files.






Customer Testimonials

	


We needed to deliver e-book versions of our handbooks while not compromising on security and digital rights.   Safeguard PDF security is easy to use and intuitive.

The implementation was painless and we now have a greener, more secure way of distributing training manuals.






	


Locklizard’s PDF protection is exactly as described – the features are highly effective and I would give it 5 stars. 

I would recommend Locklizard to others - their security is simple to use and fit for purpose.   It meets common needs of businesses who have information they want to protect.






	


We would be happy to recommend Locklizard to any company needing a flexible way to secure PDF files.



Safeguard PDF Security has provided us with a very workable solution for  sharing of information in a secure fashion.  The support has been excellent and very accommodating.






	


We can cut accounts for a user five minutes before his class starts and he is ready to go. Happy smiling customer, while we still have security and personalized watermarking.



I have immense respect for the product and Locklizard provide great customer satisfaction and service.






	


We would recommend Safeguard to other companies for its security, cost and ease of use. It does what we expected it to do and more.



Ease of use is a bonus and the implementation was very easy.   The product manual is excellent and Locklizard staff are very accommodating.






	


We sell a highly valued educational product in an open and competitive market so it was important to ensure we had effective security to protect our digital rights.



We highly recommend Locklizard - a professional company with a competitive and professional PDF Security product.






	


We would absolutely recommend both Locklizard as a company, and Safeguard PDF Security.  It has transformed our study materials to the next level.



Not only did this increase sales, but we also believe that it has increased our customers’ ability to learn, which is even more important!






	


We would recommend Locklizard Safeguard to other companies that need to protect PDF reports.  Customers have found the process of accessing the protected documents to be seamless.



Implementation was easy and technical support has been very responsive to requests for help.






	


Our company would without reservation recommend Locklizard.  Their document DRM software opens up delivery of our new products in a timely fashion while knowing that the content will remain secure.



The return on investment to our company has been immediately evident.






	


We use Safeguard to make sure that documents cannot be opened outside our local network or from a unauthorized computer in order to copy or print the documents.



It is the most feature rich, affordable, & simple to use PDF security product on the market.






	


Safeguard PDF Security is simple to administer and meets our needs, consistently delivering secured manuals to our customers with ease.



Return on investment has been elimination of many man hours, printing resources and postage – it is estimated that costs decreased by 50% or more.






	


We would really recommend Safeguard PDF Security to every publishing company for managing ePubs or e-books securely.  It is easy to secure PDF files and simple to distribute them to our authorized customers only.



Locklizard also provides a good customer support experience.






	


The ROI for us is incalculable.  We have the security of knowing that our proprietary documents are secure.  This is the entire value of our company.



I would most certainly recommend your PDF security product and already have.  The ease of implementation was surprising.






	


We can now sell our manuals without the need to print them first, saving time, money and helping safeguard the environment.



We would recommend Safeguard PDF DRM – it is the perfect solution to sell and send e-documents securely whilst making sure someone cannot copy them.






	


We would recommend Locklizard to other companies without hesitation.



Their PDF DRM products provide a manageable, cost effective way to protect intellectual investment and they are always looking for ways to improve them.   Moreover, their staff provide an excellent level of support.




























Try Safeguard today
Start protecting your PDF files and documents from sharing & piracy
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