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PDF Digital Signatures & Encryption
in Blog, Document Security, DRM, PDF Security

Are Digital Signatures & Block Encryption Secure?
Discover why digitally signing a PDF does not ensure document integrity (digitally signed content can be altered) and why using block encryption makes a PDF less secure.


PDF Digital Signatures, Encryption & Security
A signed and encrypted PDF may not be what you think.
We mainly know what we are physically signing using pen and ink, but when it comes to applying Digital Signatures to PDF documents it appears that we can be fooled into seeing one thing and signing another.  At the time of writing there were several excellent papers published on these web sites:
	https://www.pdf-insecurity.org/signature/signature.html
	https://www.pdf-insecurity.org/encryption/encryption.html
	https://www.pdfa.org/recently-identified-pdf-digital-signature-vulnerabilities/

that analyze methods for avoiding or bypassing PDF Digital Signatures or using them in a manner that allows an attacker to access or add information when an unsuspecting user opens a PDF document.  They also cover the security issue of just encrypting parts of a PDF document and how this can compromise document security.
It is fair to note that some of the problems are created as a result of the immense flexibility of the PDF standard and some are as a result of our old friends: poor programming, failing to process errors, and ignoring badly formed structures such as headers or edit history.
The published texts are rather technically inclined but they make a number of highly valid points which we have summarized below.
Digitally signed PDF files – not as secure as you might think
The first point is that objects that are being or have been signed may contain references to elsewhere in the PDF document or to somewhere outside the document where the content has not been digitally signed, or involves edited material that can be made active using an OpenAction that effectively passes control of the document to an attacker, bypassing the effect of document encryption or of what is actually being signed.  This is particularly concerning because an important feature of the PDF document structure is the ability to call other documents that are not local and use them as part of the initial document.  We are doing something very similar in this document where we are referencing links to internet documents that have not themselves been verified (this is also the basis of hackers being able to fake real sites while connecting to false web sites and to other redirection actions).  Fortunately, here we are not setting out to prove the point – just pointing it out.
Encrypting parts of a PDF document – a security weakness
The second point is that objects may be encrypted and held in blocks, with each block covering specific text.  This is known as partial encryption.  Because the code is not fully protected it is possible to add unencrypted information that is not detected because it is in a valid code structure itself.  And it can be used to introduce code that has not been verified or protected, meaning that a signature validation may not protect what is seen by the user.  This is not a good thing.  Also, it is possible in some systems to define the encryption algorithm as “none” and still get a valid result because no error gets thrown out to warn the document user.
PDF Viewers, application security and error checking
The third point lies with error checking.  PDF documents have header and trailer blocks which contain control information used for validating the consistency and integrity of the PDF document.  Unfortunately, in the earlier days of making non-Adobe products interoperable with each other and Adobe it was found easier to ignore errors in the headers and trailers because you could still process the PDF encodings alright.
Today Adobe advise that conditions on your computer such as security settings or browser cookies may prevent you from viewing a PDF.  They suggest that you have a go with another browser that might be more helpful.  Some of the problems identified in the studies could have been avoided if systems were less accommodating (fault tolerant without understanding fully the implications of tolerating faults, or warning the user to let them make a choice).  This is the same as when some browsers warn you of unsigned web sites that you should not access.  You get to make an informed choice.
PDF Security and standards
Programmers working with PDF (or for that matter HTML or XML) are not normally hired because of their security expertise and knowledge of the greater arcana (better known as Public Key Infrastructure standards) or the more popular OpenPGP standards that keep industry going today even if they seem out of favor with the standardizers.  And that is a part of the problem.  These encryption technologies are having to be interfaced to many quite different technologies, from static file transfer to streaming digital video.  And there is little assistance available to help developers choose the most appropriate implementation to help solve or avoid specific problems.
Some commentators recommend standards developed by ETSI (European Telecommunications Standards Institute) forgetting that ETSI is the EU standardizer and ISO/IEC JTC1/SC27 is the International Standards Organization body for encryption standards.  So, while there is a lack of clarity as to who is responsible for guidance among the experts, then what hope have the rest of us?
PDF DRM: what does Locklizard bring to the table?
Locklizard is not a standards body, however much it might sound attractive for marketing purposes.  Nor is it in the business of telling its publishers how they should follow this or that standard.
Rather than adding security to a PDF file that can then be opened within Adobe Acrobat and other PDF compatible Readers (and exposing it to an environment which has proven weaknesses), we protect PDF files into a proprietary format (PDC) that can only be viewed using our own secure PDF viewers.  This ensures that protected PDF content is opened in a known and secure environment that does not support functionality that could compromise document security (such as allowing plugins, save as functionality, JavaScript, etc.).
The Locklizard approach is to preserve the integrity of the PDF document that the publisher hands over to be protected.  We make no comment on what a publisher wants to distribute and how it is intended by them to perform.  We do not try to tell them whether this approach or that internal technical structure or approach would be more or less secure – whatever that might mean.  What we do set out to do is prevent any change to the document that was protected when it is distributed by a publisher to their users.  If a protected document is altered in any way then it will fail to load in the secure Viewer so document integrity is always guaranteed.  So internal and external references are just as the publisher intended.
What we set out to do is prevent an attacker from being able to alter the document without being detected and then mislead subsequent users as to the authenticity of what they are seeing/signing.  And this is achieved by encrypting the whole document with integrity controls.  So the attacker is forced to try to break the encryption of the file itself without being able to use normal PDF tools (such as PDF password recovery tools) to break in.  This is not the same problem as scanning a print-out of the file to PDF as the coding is not revealed in that process so the decrypted document must be written again from scratch and then re-encrypted using the Locklizard proprietary PDF encrypted format before it can be re-distributed as an ‘authentic’ copy.
HTML5 and PDF Web based Viewers
Many PDF DRM Viewers have gone down the browser route, enabling protected PDF documents to be viewed in a browser.  Content protected in this manner can only be displayed using a proprietary system where a user logs into a dashboard and can then view protected PDFs in their browser.  So is this method more secure than a plugin to Adobe Acrobat to control PDF use and ensure document integrity?
The problem with browser-based environments is that there is no software installed on the client to provide additional security (i.e. a dedicated viewer app).  So that means manufacturers must rely on other means of protection such as JavaScript to control document use.  The JavaScript however has to be loaded into the browser for it to execute and there lies the issue – anything in a browser can be manipulated.  In fact, all browsers offer a development mode to enable you to do just that.  So, if you are thinking of relying on a browser-based PDF security system for document protection and integrity then you might want to think again.  Those ‘secure’ deal room systems are not quite as secure as they would like you to believe.
The future of PDF Security
It has been well known for a long time that the PDF standard was produced for interoperability purposes (the ability to consistently display content over a wide range of operating systems and devices) and not for security.  And as features have been bolted on to allow security controls to be applied, little thought has gone into how easily they could be bypassed.  The PDF format would therefore have to be significantly overhauled from the ground up with security at its base, or Publishers of PDF documents will have to continue to rely on third party PDF security systems that provide secure viewer environments to preserve document integrity and control PDF access and use.


Tags: digitally signed pdf, digitally signed pdf files, document security, drm, encrypted pdf, encrypting pdf files, pdf block encryption, pdf digital signatures, pdf drm, pdf encryption, pdf securityShare this entry
	Share on Facebook
	Share on Twitter
	Share on WhatsApp
	Share on Pinterest
	Share on LinkedIn
	Share on Tumblr
	Share on Reddit
	Share by Mail








 Free Trial



Notice: JavaScript is required for this content.


   


“Fantastic product… outstanding support.”







“We would recommend Locklizard to others”







“The clear leader for PDF DRM protection”







“Our ebook sales have gone through the roof”







“Simple & secure – protects IPR from theft”








Trusted by:



  



 Protect IPR
See why thousands of companies use Locklizard to safeguard their documents and increase revenue streams.
	Our Customers
	Customer Testimonials
	Customer Case Studies
	Locklizard vs Competitors







Latest Posts
	  



How secure is Adobe encryption to encrypt PDF files?February 29, 2024 - 8:34 pm


	  



How to publish & sell ebooks online securelyFebruary 20, 2024 - 6:49 pm


	  



How to insert a Watermark in Excel and prevent removalFebruary 9, 2024 - 6:51 pm


	  



How to Password Protect an Excel FileJanuary 30, 2024 - 9:06 pm


	  



Are Virtual Data Rooms (VDRs) Secure?January 20, 2024 - 12:01 am



PDF DRM Features
	Protect PDF files
	Stop PDF sharing
	Stop PDF copying
	Restrict PDF editing
	Add PDF watermarks
	Disable PDF printing
	Stop screenshots
	Expire PDF files
	Revoke PDF files
	Lock PDF to devices
	Lock PDF to IP
	Track PDF opens







How To Guides
  



 How to watermark in Excel

  



 How to protect Excel files

  



 Save a Google Doc as PDF

  



 How to share a PDF online

  



 How to insert PDF into Word

  



 How to edit a protected PDF

  



 How to convert ePub to PDF

  



 How to prevent PDF download

  



 How to share Google Docs

  



 How to prevent PDF download

  



 Enforce do not copy distribute

  



 Share sell PDF in WordPress

  



 How to remove a watermark

  



 How to add security to PDF

  



 Publish digital publications

  



 How to share a PDF as a link

  



 How to timestamp a PDF

  



 Insert PDF into Google Doc

  



 How to convert Word to PDF

  



 How to convert PDF to Word

  



 Share securely in SharePoint

  



 How to encrypt email in Gmail

  



 How to encrypt PDF files

  



 How to recall unsend an email

  



 How to watermark PowerPoint

  



 How to lock a Word document

  



 How to santize PDF files

  



 How to lock a Google doc

  



 Prevent PDF security removal

  



 Protect Word without password

  



 Add a dynamic watermark

  



 Password protect Google Doc

  



 Add a watermark in Word

  



 Make a PDF non editable

  



 How to create a stamped PDF

  



 How to prevent ebook piracy

  



 Password protect a Word doc

  



 How to protect a PDF securely

  



 How to revoke document access

  



 Change PDF security settings

  



 How to disable printing of PDFs

  



 Sell online courses securely

  



 How to add security to a PDF

  



 Encrypt a PDF without Acrobat

  



 Share documents securely

  



 How to prevent PDF sharing

  



 Protect confidential documents

  



 How to publish ebooks securely

  



 How to restrict PDF editing

  



 How to password protect a PDF

  



 How to protect ebooks

  



 How to sell Reports securely

  



 How to make a PDF read only

  



 How to send a PDF securely

  



 How to watermark a PDF

  



 How to lock a PDF from editing

  



 How to encrypt a PDF

  



 How to make a PDF expire

  



 How to password protect a PDF

  



 How to protect online courses

  



 How to email a PDF securely






Try Safeguard today
Start protecting your PDF files and documents from sharing & piracy




 



 












PRODUCTS
DRM Software

Safeguard

Safeguard Enterprise
Add-ons
	eCommerce API
	Command Line
	USB Protect
	Web Publisher
	Own Branding
	Custom Email

Secure PDF Viewers
	Web Viewer
	USB Viewer

SECURITY FEATURES
Stop copying, editing, saving

Disable PDF Prints

Block Screenshots

Disable Copy Paste

Dynamic Watermarks

Expiry & Self Destruct

Revoke Documents

Device Locking

Location Locking

Track PDF Use



PRICING
Purchase & Pricing

Instant Quote
RESOURCES
FAQs

Locklizard Blog

Knowledgebase

Security Guides

White Papers

Viewer Demo

Videos
DOWNLOADS
Secure Viewers
	Windows
	Mac OS X
	iOS
	Android

Writers

Product Manuals

FREE Trial



DOCUMENT SECURITY
Share Documents Securely

Protect Online Courses

Stop Ebook Piracy

Document Encryption

Secure PDF Distribution

Protect Confidential Documents

Ebook DRM
Protect PDF Files
	PDF Copy Protection
	Lock PDF files
	Encrypt PDF
	Secure PDF
	PDF DRM

INDUSTRY SECTORS
Training & Elearning

Publishing Ebooks

Publishing Standards

Online Libraries

Membership Associations

Engineering

Government

Healthcare

Mergers & Acquisitions

Secure Reports From Theft



  



  ABOUT US
About Us
Our DRM Technology
	What is DRM?

Customers
	Case Studies
	Testimonials

Locklizard vs Competitors
	Secure Data Rooms

Company Brochure
  



  CONTACT
sales@locklizard.com

support@locklizard.com
Business Hours:

Mon – Fri: 8AM to 5PM EST

Tel (US): +1 800 707 4492

Tel (UK): +44 (0)1292 430290



  





   

© Copyright 2004-2024 Locklizard Limited. All rights reserved.Privacy Policy|GDPR Policy|Cookie Policy|SITE MAP











Scroll to top














                    




























































































































 