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PDF Password Protection





Using Passwords to Protect PDF Files


Protect IP


Secure PDF documents without useless passwords:
	Stop unauthorized access
	Stop sharing and distribution
	Strong US Gov strength encryption, DRM and licensing controls



Restrict Use






Control how PDF documents are used:
	Stop editing, copying and screen grabs
	Stop printing or control the number of prints
	Lock PDF files to devices and locations



Set Expiry






Control PDF expiry.  Expire PDF files automatically:
	on a fixed date
	after a number of days use
	after a number of views and/or prints



Revoke Access






Revoke document access regardless of where PDFs are located:
	revoke a document for all users instantly
	revoke individual user access to single, multiple, or all documents
	revoke access automatically after a number of views and/or prints



Watermark






Add dynamic watermarks to viewed and or printed pages.  Dynamic variables (date/time, user name, company name, email address) are replaced with actual user and system data when the protected PDF document is displayed and/or printed.
You only have to protect a document once in order to customize it for multiple users.


Log Use






Track & monitor PDF use – see how your PDFs are being used:
	track and log document views
	track and log document prints
	see what devices & operating systems users are using



Comply Law






Comply with legislation by controlling access and use:
	Ensure only authorized parties can view confidential documents
	Enforce document retention policies with automatic expiry
	Log use for proof of when documents are viewed and printed



Benefits






Protect IPR, reduce costs, ensure compliance, gain new revenue:
	Protect revenue and increase ROI – reduce losses and costs
	Take control over your IPR, prevent document leakage & theft
	No cost per document or user – one fixed price for unlimited use





  Free Trial & Demo
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“Fantastic product… outstanding support.”







“We would recommend Locklizard to others”







“The clear leader for PDF DRM protection”







“Our ebook sales have gone through the roof”







“Simple & secure – protects IPR from theft”
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PDF open password, permissions password & PDF protection software





  



   Password Protect PDF



PASSWORD PROTECT PDFS
	  



	PDF Password Protection
	  



	Password Protecting PDFs
	  



	History of PDF Passwords
	  



	Using Passwords to Protect PDF files
	  



	How to Password Protect PDFs
	  



	Remove PDF Password Protection
	  



	Cracking Password Protected PDFs
	  



	Protect PDFs without Passwords
	  



	PDF Security Issues






Increasingly, people have become concerned that documents they send out, particularly in PDF format, may be open to re-distribution or misuse.  Usually, this is because they do not want recipients to be able to change a document’s content or want private information to become public knowledge.  If the documents have commercial value, this becomes even more important.
PDF files are often used because there is a misconception that if encrypted they are ‘secure’ and cannot be altered.  But if encryption and security features such as restricting editing rely on password protection, then how well does it work?
The first thing to be aware of is the various PDF security capabilities in the Adobe PDF standard document format (ISO/IEC 32000).  These are:
	Requiring a password to open a document
	Requiring a password to change permissions restricting the:	editing and (quality of) printing of a document
	copying text, images and other content


	Applying a ‘digital signature’ to prevent forgery

So, using these controls, any PDF file can be password protected, but unfortunately, that does not necessarily mean you can control document distribution and use.  See why you should NOT password protect PDFs.







	  



	Software to password protect a PDF









Although there are many applications that can produce a PDF file in the Adobe standard format, not all of them allow you to implement PDF passwords or digital signatures.   For instance, perhaps the most common application used to create a PDF is part of Microsoft Office.  Their applications will allow you to set the password to open a document, but you cannot use them to change permissions or apply digital signatures.
The obvious choice of application for adding passwords to PDF files is Adobe Acrobat – the originator of the PDF file format.  But you may find that their particular solution is not cost effective or is not readily integrated into existing applications that you already have for creating or handling PDF documents.
Don’t worry, there are a plethora of other suppliers who will allow you to apply the standard Adobe password controls to PDF documents that you create with their applications.  If you already have a PDF writer application, just check that they provide those capabilities.  If they aren’t able to do that, then it depends on how much (or little) you want to pay.  Suppliers who charge that you might want to look at include:
	Foxit Software
	A-PDF and similar
	freeware such as pdfforge or CutePDF
	a toolkit approach such as PDF-TOOLS.com
	a server-based approach like that of pdflib.com

These all work on your local machine and have refinements such as enabling you to encrypt in batch mode or digitally signing all documents within a folder.


Cloud based PDF Password Protection
If you would prefer to use cloud-based services (in other words run the application that is applying the encryption and PDF passwords on somebody else’s server) there are quite a few suppliers you could consider, although they often don’t support digital signatures.  These include:
	Soda Protect PDF, where you can apply passwords online or on your own machine but may have to accept advertising
	pdfconvertonline, who offer online or download solutions
	Appligent, is an example of another approach of bundling additional services with either desktop or server-based solutions







  



   The issues with passwords






So you can apply PDF password protection easily to protect PDF files against unauthorized use, and there are a wide number of suppliers who support that approach.
However, you have to look at whether PDF password protection offering you the kind of document security you actually need.  It is not very flexible and doesn’t tick many boxes when it comes to controlling the actual use of documents (how long are they available, whether use can be revoked, personalised watermarking on printing or viewing, and so on).
If you have several recipients and several documents, you also need to consider how you would manage that situation.  For maximum security, you’d want to protect each PDF with a different strong password, which would be very time-consuming . Check out the article on Working with PDF Passwords, which looks at what you need to do to get PDF password controls work for you.
Then there are the main issues that passwords can be shared or removed by authorized users, or simply cracked using password removal software.  PDF permissions (restrictions to prevent editing, printing, etc.) are totally useless since they can be instantly removed.
If you are looking for additional security and more comprehensive and granular controls than the basic password protection, then you will need to look at specialist PDF DRM providers such as Locklizard.  We provide PDF security with enhanced controls, license management and administration services.







	  



	How to add password to PDF in Adobe Acrobat



If you are not worried about the security issues of using passwords, or that users can easily remove restrictions, then using Adobe Acrobat is a simple way to protect a PDF with passwords.  Here’s how:
	In Adobe Acrobat, open a PDF document, then click on the ‘Protect’ button in the sidebar.






	Select the option ‘Protect Using Password’ in the top bar.






	Choose the “Requires a user to enter a password for: Viewing” option.  In the text box, enter a password in both boxes and ensure that the password you use is more than seven characters with the inclusion of at least one number and special symbol.  Press Apply.







This is one of the primary forms of security you can add to a PDF file, and it prevents many unauthorized users from opening the document.  However, passwords are far from infallible.  They can be cracked by password-guessing tools if they aren’t strong, or brute-forced, and more importantly, they can be shared.  Any authorized user can share a document’s password with an unauthorized one, either through an intentional leak or due to a phishing or spearphishing attack.
If needed, Adobe allows you to set ‘additional layers of security’ which can be added to the document such as limiting the editing and printing of the PDF document.  This requires an additional password to be set – see PDF Restrictions below.






	  



	PDF Restrictions









There are various document permissions you can set in Acrobat to control what users can do with your PDF files.
Below is a list of PDF restriction options available:
	Printing:  If printing is not allowed, the print button in Acrobat will be disabled.

Adobe also lets you select high-resolution and low-resolution printing.  Low-resolution printing generates a low-quality bitmapped image of the page, which is suitable only for personal use.  Bitmap printing also considerably slows down the printing process.
	Changing the document (editing):  If this is disabled, any document modification is prevented.  Content extraction and printing are allowed.
	Document Assembly:  If this is disabled, inserting, deleting or rotating pages, or creating bookmarks and thumbnails is prevented.
	Content Copying:  If this is disabled, selecting document contents and copying it to the clipboard is prevented.  The accessibility interface also is disabled.
	Page Extraction:  If this is disabled, extraction of pages from the document is prevented.
	Commenting:  If this is disabled, adding, modifying, or deleting comments is prevented.
	Form Fields:  If this is disabled, form field filling is prevented.
	Signing:  If this is disabled, signing documents is prevented.
	Content Accessibility:  Allows accessibility software (such as a screenreader) to use the document contents.



Removing PDF Restrictions
PDF permissions are ‘protected’ with the use of an owner password.  However, the owner password can be easily removed in seconds with freely available PDF password removal tools.  See Removing PDF Password Permissions.  This allows users to easily edit, copy, paste, and more.
Additionally, third-party PDF readers do not have to honor these controls, which effectively renders them useless.  All a user needs to do is open the PDF in an application that they know does not support them.







	  



	Secure alternatives to PDF Password Protection









Passwords are just the initial piece of protection for a PDF document.  Keeping PDF files and documents safe requires an exhaustive procedure for strong password conception and an easy-to-use method for users to conform to, to ensure the safety of those passwords.
To ensure that your PDF documents are properly protected, consider opting for a professional document security solution that does not rely on passwords to keep documents safe.  Not using passwords means you do not have to rely on users sharing passwords, finding a way to store them securely or have administrators manage passwords on behalf of users.






	  



	PDF protection software that works









Using passwords to protect PDF files may be suitable if you are a personal user who does not intend to share them with others.  As we have discussed, though, they are not suitable for use with sensitive documents or confidential business documents, as it is far too easy for users to leak documents or for hackers to remove the password.
Locklizard Safeguard doesn’t just remove the need for passwords – it offers businesses a more robust and flexible set of controls, with the ability to group users, automate document protection through an API, expire documents, and most importantly, stop editing, copying, printing, and screen grabbing.
Read more about our DRM software or take a free 15-day trial to start protecting your business documents with total security.






  



   FAQs





Can I password protect a PDF file using Adobe Reader PC?
Password security is only available in the Pro versions of Adobe’s software, so most likely not.  However, you may be better served by asking whether you should rather than whether you can.  Adobe Acrobat passwords used to prevent unauthorized access are easily removed or passed on to others and don’t represent effective security.  PDF restrictions or permissions can be instantly removed.
Can I remove password protection from a PDF file using Google Chrome?
Yes, you can – at least for the permissions password.  You just need to navigate to a PDF password removal site and upload your document.  The process only takes a few seconds.
If you need to remove the open password from the document you will have to purchase software to do so since you’ll be hard-pressed finding a free, web-based tool that can achieve that.
How do you password protect a PDF without using Adobe?
Most PDF editing tools enable you to protect a PDF without using Adobe.  In addition, there are hundreds of free password encryption services or tools available that all provide the same functionality.
Though Adobe charges for the pro versions of its Acrobat applications, which can apply open and permissions passwords to PDFs, you can find the same functionality online for free, including on the Adobe website.
Is it possible to edit or delete the text in a PDF file?
If it is not properly protected, then absolutely.  Note, however, that the Adobe Acrobat permissions password does not constitute proper protection.  It can be easily removed or bypassed with free tools.  To make it impossible to edit or delete text, you need to use PDF DRM software.
Does Microsoft Word offer better password protection?
No, Microsoft Word password protection has the same general flaws as Adobe Acrobat’s.  The editing and printing controls are trivially removed, while the open password can be shared or brute forced.
Do Adobe PDF watermarks mitigate the risks of password protection?
No.  Because the permissions password can be removed so easily, a user can just delete the watermark before they share it, as it is just a layer on top of the document.
Can you encrypt PDF files on a Mac with Locklizard?
No.  Users can view protected PDFs on a Mac but you can only encrypt them on a Windows computer.






Customer Testimonials

	


We needed to deliver e-book versions of our handbooks while not compromising on security and digital rights.   Safeguard PDF security is easy to use and intuitive.

The implementation was painless and we now have a greener, more secure way of distributing training manuals.






	


Locklizard’s PDF protection is exactly as described – the features are highly effective and I would give it 5 stars. 

I would recommend Locklizard to others - their security is simple to use and fit for purpose.   It meets common needs of businesses who have information they want to protect.






	


We would be happy to recommend Locklizard to any company needing a flexible way to secure PDF files.



Safeguard PDF Security has provided us with a very workable solution for  sharing of information in a secure fashion.  The support has been excellent and very accommodating.






	


We can cut accounts for a user five minutes before his class starts and he is ready to go. Happy smiling customer, while we still have security and personalized watermarking.



I have immense respect for the product and Locklizard provide great customer satisfaction and service.






	


We would recommend Safeguard to other companies for its security, cost and ease of use. It does what we expected it to do and more.



Ease of use is a bonus and the implementation was very easy.   The product manual is excellent and Locklizard staff are very accommodating.






	


We sell a highly valued educational product in an open and competitive market so it was important to ensure we had effective security to protect our digital rights.



We highly recommend Locklizard - a professional company with a competitive and professional PDF Security product.






	


We would absolutely recommend both Locklizard as a company, and Safeguard PDF Security.  It has transformed our study materials to the next level.



Not only did this increase sales, but we also believe that it has increased our customers’ ability to learn, which is even more important!






	


We would recommend Locklizard Safeguard to other companies that need to protect PDF reports.  Customers have found the process of accessing the protected documents to be seamless.



Implementation was easy and technical support has been very responsive to requests for help.






	


Our company would without reservation recommend Locklizard.  Their document DRM software opens up delivery of our new products in a timely fashion while knowing that the content will remain secure.



The return on investment to our company has been immediately evident.






	


We use Safeguard to make sure that documents cannot be opened outside our local network or from a unauthorized computer in order to copy or print the documents.



It is the most feature rich, affordable, & simple to use PDF security product on the market.






	


Safeguard PDF Security is simple to administer and meets our needs, consistently delivering secured manuals to our customers with ease.



Return on investment has been elimination of many man hours, printing resources and postage – it is estimated that costs decreased by 50% or more.






	


We would really recommend Safeguard PDF Security to every publishing company for managing ePubs or e-books securely.  It is easy to secure PDF files and simple to distribute them to our authorized customers only.



Locklizard also provides a good customer support experience.






	


The ROI for us is incalculable.  We have the security of knowing that our proprietary documents are secure.  This is the entire value of our company.



I would most certainly recommend your PDF security product and already have.  The ease of implementation was surprising.






	


We can now sell our manuals without the need to print them first, saving time, money and helping safeguard the environment.



We would recommend Safeguard PDF DRM – it is the perfect solution to sell and send e-documents securely whilst making sure someone cannot copy them.






	


We would recommend Locklizard to other companies without hesitation.



Their PDF DRM products provide a manageable, cost effective way to protect intellectual investment and they are always looking for ways to improve them.   Moreover, their staff provide an excellent level of support.




























Try Safeguard today
Start protecting your PDF files and documents from sharing & piracy
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