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Chapter 1: Introduction 

 

Lizard Safeguard PDF Writer is a simple-to-use, yet extremely secure application, 

enabling you to protect, publish and license your PDF documents directly from Windows 

Explorer.  You can control precisely who can view your protected PDF documents, and 

what they are authorized to do with them.  The system uses US Government strength 

encryption, digital rights management, and state-of-the-art licensing controls to ensure 

your documents cannot be copied, altered or even printed (or you can allow printing n 

number of times) by others. 

 

We don't use insecure passwords, low strength encryption (128-bit), or plug-ins that are 

vulnerable to attack, so you can be sure your documents are protected using the best 

security available.  All communications between the client software and our servers are 

made using HTTPS. 

 

Protecting PDF files is just a simple matter of selecting them in Windows File Explorer 

and right-clicking to protect them.  From a dialog that is presented, you specify the 

precise controls applied to each document (this can be unique for each document you 

protect) that determine what a user can do with that document.  Documents can be 

published on their own, or assigned to publications for simple administration.  

 

So that your customers can view your protected documents, they must first download 

the Safeguard Viewer (free) and get their license key from you.  They can then read the 

document(s) protected for them.  The license key you issue to them is only valid for a 

one-time use, so if your customers install the Viewer software, register it, and then try 

to give the license key to others, it will not work for them. 
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1.1 Encrypting PDF Files 

 

LockLizard uses powerful US Government strength encryption (AES 256 bit) in 

order to protect your documents from being stolen or pirated. 
 

Documents are encrypted with a unique, random key generated at the time the 

document is protected. 
 

LŦ ȅƻǳ ǇǳōƭƛǎƘ ŀƭƭ ȅƻǳǊ t5CΩǎ ŀǎ ƛƴŘƛǾƛŘǳŀƭ ŘƻŎǳƳŜƴǘǎΣ ǘƘŜƴ ŜŀŎƘ ǘƛƳŜ ŀ 

customer purchases a document you will need to add it manually to their list of 

authorized documents before they can view it.   
 

NOTE: eCommerce integration 

 

If you are using the eCommerce integration module then customer access to documents can 

be granted automatically upon successful purchase and no manual intervention is necessary. 

 

 

If ȅƻǳ ǇǳōƭƛǎƘ t5CΩǎ ǘƻ ŀ ǇǳōƭƛŎŀǘƛƻƴΣ ǘƘŜ ŘƻŎǳƳŜƴǘόǎύ ŀǊŜ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ 

publication on the Administration system.  When a customer has been 

authorized to view a publication, provided the customer access dates are valid, 

the customer will be able to view all of the documents that have been 

published as part of that publication.  You do not need to make any additional 

changes to the Administration system for this to occur.  This means that the 

customer is able to immediately use a new issue regardless of how you ship it 

to them (e-mail, flash card, CD-ROM for instance).  Further, unless your controls 

require the user to verify their license conditions, they do not have to be online 

to use documents in a publication.   
 

If you publish a PDF document for all customers, then when the document is 

opened the customer record will be checked to make sure they are a valid 

customer, and if so they will be allowed to view the document.  Please note 

that all valid customers will be able to view any document you protect in this 

manner and therefore it could be used by any customer (assuming they can of 

course get hold of a copy) and you cannot limit it to a particular group. 
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Controls are applied at the document level.  This means you can decide just 

how important each individual document is.  This more closely matches the 

value of the information rather than assuming that the customer always has 

the same rights for every document you make available to them.  This means 

that you can allocate documents with different rights to the same publication 

and each document will be handled separately. 
 

You can publish the same document more than once, applying different 

controls to each document and expiry can be controlled at both the document 

and the customer level.  
 

LockLizard provides a secure exchange mechanism in order to move the 

ǊŜǉǳƛǊŜŘ ŘŜŎǊȅǇǘƛƻƴ ƪŜȅ Řƻǿƴ ǘƻ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŘŜǎƪǘƻǇ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜ ŀǎ 

ǾŀƭƛŘŀǘƛƴƎ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ŀǳǘƘƻǊƛȊŀtion to receive the key.  While we use public 

key technology, no PKI key management is required by you as the publisher or 

by your customers ς it is all handled transparently by the licensing system.    
 

Keys are seamlessly delivered to your customersΩ computers, bonded to 

ƛƴŘƛǾƛŘǳŀƭ ŎƻƳǇǳǘŜǊǎ όǎƻ ǘƘŜȅ ŎŀƴΩǘ ōŜ ŎƻǇƛŜŘ ŀƴŘ ǎƘŀǊŜŘύ ŀƴŘ ǎǘƻǊŜŘ in 

encrypted form.  There are no passwords to enter, manage, compromise, 

forget, or pass on to others, and the system is not open to password attack.  

There are no certificates to revoke when you want to terminate a ŎǳǎǘƻƳŜǊΩǎ 

access or any other PKI complexity.  See also ΨIƻǿ {ŜŎǳǊŜ ƛǎ [ƛȊŀǊŘ {ŀŦŜƎǳŀǊŘΩ 

 

 

NOTE: Document encryption 

 

Documents are always encrypted locally on your computer so that the non-secure versions 

(the original source PDF documents) are never exposed to potential compromise on a web 

server or in transfer to one of our servers.  Protected documents can be distributed just like 

any other file ς by email, CD, etc., or made available for download from your web site.  Since 

the files are encrypted, it does not matter who gets hold of them.  They cannot view them 

without having first been authorized by you, as the publisher, to do so. 
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1.2 Customer and Document expiry 

 

1.2.1 Instant revocation for distributed documents and persistent 

version control 

 

Lizard Safeguard gives you total control over when your customers and your 

documents expire.  Your customers, for example, may subscribe to one of your 

publications for a year, and all documents in that publication are accessible to 

them for a year.  After a year, your customers will still be able to view their 

existing subscription documents, but not any new ones that are published after 

their subscription period has ended, unless of course they pay for another 

yearΩs subscription. 

 

In addition you can control document expiry.  wŜƎŀǊŘƭŜǎǎ ƻŦ ȅƻǳǊ ŎǳǎǘƻƳŜǊΩǎ 

subscription to your publications, you may have certain documents that are 

time-sensitive and must not be viewable after a certain date.  This feature also 

lets you ensure that only the authorized or current versions of documents are 

used after publication because the obsolete versions can no longer be 

accessed.  You can also specify how many times a document can be viewed 

regardless of the date when it expires (if ever). 
 

You can force your customers to connect to an Administration server (this 

happens transparently) before they view your protected PDF documents. This 

can be every time they want to view your documents, or after a certain number 

of days. If you choose a number of days, then after the length of time you set 

has passed your customers must go back online to gain further access.  Using 

this option you can instantly revoke customer access to previously distributed 

documents as the decryption key required to view your protected PDF 

documents is instantly expired. 
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1.3 Complete off-line Protection 

 

Document control properties are retained with each document so there is no 

need for your customers to connect to the Internet in order to view your 

protected PDF files (assuming of course that they have the correct decryption 

key stored on their computer).  Whether you want your customers to connect 

to the Internet or not in order to use your documents is a decision you make 

when protecting your PDF documents.   If they do not have to connect to the 

Internet to verify their license details it is not possible to revoke their access. 

 

1.4 Customizable Message Text & Splash Screen 

 

When you set up customer accounts on the Administration server, your 

customers are automatically sent an email with 1) a download link to the 

Viewer software, and 2) an attached license file.  This email is automatically 

customized with your name and email address in it so your customers know 

who to contact if they have any problems accessing your documents.  If you are 

using the ecommerce interface (optional purchasable item) then you can also 

display this information on a web page so it is readily available to your 

customers after purchase. 
 

You can specify the text that will be displayed if a customer does not have 

authorization to view your protected documents - e.g. who they must contact 

in order to be authorized to view the document. 

 

Each time a protected document is loaded, a splash screen can be displayed 

(optional).  You can insert your own image here (say, your company logo and a 

brief message) to customize Safeguard for your company.  
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1.5 Watermarking 

 

Watermarks can be applied to documents when they are printed and/or when 

they are viewed.  Both images and custom text are supported along with 

dynamic system data - user name, email address, date and time stamps.  You 

do not have to protect documents for individual customers - customer 

identification is carried out dynamically for you and user/system specific 

information is dynamically inserted when the document is viewed/printed. 
 

On the viewing side, the advantage of applying a watermark at the protection 

ǎǘŀƎŜ ƛǎ ǘƘŀǘ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ŀǇǇƭȅ ŀ ŦƛȄŜŘ ǘŜȄǘ όƴƻƴ-dynamic) watermark to 

the original document for each specific user.  You can also choose for the 

watermark to be displayed only when viewing, so prints can be made without 

watermarks being applied to them. 
 

On the printing side, you can choose for the watermark to be displayed only 

when the document is printed.  Your customers can therefore view documents 

clearly, but the documents are protected against simple photocopying when 

printed.   
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1.6 Lizard Safeguard Features 

 

¶ Complete and secure control over PDF document usage ς viewing and 
printing (including the number of times), copying, saving, etc.   

¶ Copying, saving and modifying documents is always prevented;  
 

¶ Customer and document expiry - you control how long your customers can 
view your PDF documents; 

 

¶ Instant user revocation ς you can ǘŜǊƳƛƴŀǘŜ ȅƻǳǊ ŎǳǎǘƻƳŜǊΩǎ ŀŎŎŜǎǎ ǘƻ ŀ 
document instantly; 

 

¶ Watermarking on printing and/or viewing.  Have specific user information, 
custom text and/or images displayed on documents when printed and/or 
viewed; 

 

¶ Print screen automatically disabled to prevent users taking screenshots of 
your documents; 

 

¶ Prevents use of third party screen grabbers; 
 

¶ Print-to-file drivers are automatically disabled to prevent re-distilling PDF 
documents; 

 

¶ Bullet-proof protection - public key technology and US Government strength 
encryption (AES 256 bit); 

 

¶ No passwords to send, manage, enter, forget, or pass on to others; 
 

¶ Complete offline protection - no need to connect to the Internet to view 
existing documents; 

 

¶ Offline / online access management - control how long a customer can access 
your documents offline before their license must be checked; 

 

¶ Real-time web based licensing control - issue and manage customers and 
documents online; 

 

¶ Transparent real-time web-based customer authorization; 
 

¶ Persistent end-to-ŜƴŘ ǇǊƻǘŜŎǘƛƻƴ ǘƘǊƻǳƎƘƻǳǘ ŀ ŘƻŎǳƳŜƴǘΩǎ ƭƛŦŜ-cycle; 
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¶ Full control over PDF document security inside or outside of the firewall, 
online and offline; 

 

¶ Customizable message text and document splash screen; 
 

¶ Quick set up - existing customer information can be imported and no 
configuring of servers is required;   

 

¶ Simple-to-protect, simple-to-use, simple-to-administer PDF documents; 
 

¶ Complete integration with your e-commerce system (optional extra).  For 
more information see http://www. LockLizard.com/product-add-ons.htm; 

 

¶ Batch automation with command line processing (optional extra). For more 
information see http://www. LockLizard.com/product-add-ons.htm; 

 

¶ Completely managed system (fully hosted by us) or hosted on your own 
server; 

 

¶ No limit to the number of documents that you can protect or the number of 
customers that can subscribe to your publications; 

 

¶ FREE Viewer software (nothing extra for users to purchase); 

¶ Silent installation for Viewer ς Viewer software can be installed silently 
across a network for quick installation in a corporate environment. 
 
 
 
 

http://www.locklizard.com/product-add-ons.htm
http://www.locklizard.com/product-add-ons.htm
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1.7 Lizard Safeguard and support of Apple Macintosh Clients 

 

Lizard Safeguard Viewer is designed for the Windows operating system.  A 

separate Viewer is available for the Macintosh operating system (OSX 10.4 and 

above) but it has the following limitations: 

1. Preventing print screen or third-party screen grabber utilities is not  

supported; 

2. Only view watermarks are supported (images and text) and they are always 

displayed on top of the PDF content.  Document watermarking is not 

supported on printouts; 

3. Display settings (set in the display settings tab of the Writer program) are 

ignored; 

4. External file links - links to local files - are not supported (URL links are 

supported); 

5. The Viewer cannot be prevented from running in thin client and virtual 

environments.  See Thin Client for further information; 

6. Custom branding (optional extra) is not supported. 

You should bear these in mind if your customer base includes Mac clients and 

especially when authorizing printing since watermarks will not be displayed.  If 

your customer base does not include Mac clients then you may want to 

ŎƻƴǎƛŘŜǊ ǳǎƛƴƎ ǘƘŜ ƻǇǘƛƻƴ ƛƴ ǘƘŜ ²ǊƛǘŜǊ ǎƻŦǘǿŀǊŜ Ψ5ƛǎŀƭƭƻǿ ǳǎŜ ƻƴ aŀŎƛƴǘƻǎƘ 

ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳǎΩΦ 
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1.8 Lizard Safeguard for internal company use 

 

When this manual was prepared, it was written from the point of view that you 

are a publisher and that you are selling documents, ebooks, subscription 

services and so on to customers (either as individuals or as corporate bodies). 
 

This does not mean that Lizard Safeguard can only be used in that context.  

Many of our customers use Lizard Safeguard to protect internal documents that 

have controlled circulations, including being able to control their use by 

business partners where that is appropriate. 
 

When it is used internally, the publisher becomes the document manager or 

document administrator, and they (and their staff) have the responsibility for 

allocating users (rather than customers) and for protecting documents for 

circulation to users. 
 

The concept of the publication remains valuable in the corporate context.  But 

instead of publications being used as part of a subscription service, they should 

be considered to be regular reports, such as monthly accounts, management 

reports, departmental reports, or documents that must be circulated in a 

controlled manner to defined groups ς sales support manuals, repair manuals, 

departmental briefing documents.  These can all be considered to be 

ΨǇǳōƭƛŎŀǘƛƻƴǎΩ ŀƴŘ ǘƘŜ ǎǘŀŦŦ ƻǊ ǳǎŜǊǎ ŀǎ ΨŎǳǎǘƻƳŜǊǎΩ ǿƘƻ ŀǊŜ ƎƛǾŜƴ ŀŎŎŜǎǎ ǘƻ ǘƘŜ 

relevant schedules of information. 
 

Internal user administration is achieved through a combination of normal logon 

account management (which runs outside of the Safeguard features), for 

instance, to cease access to internal networks immediately if an employee 

leaves.  Lizard Safeguard controls may be used to revoke access to specific 

ΨǇǳōƭƛŎŀǘƛƻƴǎΩ ƛŦ ŀƴ ŜƳǇƭƻȅŜŜ ŎƘŀƴƎŜǎ Ƨƻō ŦǳƴŎǘƛƻƴ ƻǊ ƭƻŎŀǘƛƻƴΣ ŀƴŘ Ƴŀȅ ŀƭǎƻ ōŜ 

used to stop access from roaming users or users who are part of other 

businesses where normal access control mechanisms have no effect. 
 

Appendix 3 explains in more detail how Lizard Safeguard can be used for 

internal company use. 
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Chapter 2: Installation 

 

2.1 Pre-requisites 

 

Safeguard Writer is compatible with the following platforms: 
 

¶ Windows 2000 

¶ Windows 2003 

¶ Windows XP 

¶ Windows Vista 

¶ Windows 2007 
 

You must have Windows administration privileges in order to install the Writer 

software. 
 

 

2.2 Installing the Writer 

 

Double-click on the SafeguardPDFWriter.exe file in Windows Explorer to start 

the installation process.  The installation process is straight-forward and it takes 

less than a minute from start to finish.  

 

Screenshots of the installation process are shown below and are self-

explanatory. 
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Diagram 1: Safeguard Writer Setup Wizard  

 

 
Diagram 2: Safeguard Writer License agreement  
 

 
Diagram 3: Safeguard Writer Installation folder  






























































































































































































































































